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Abstract— Cryptography, over the ages, has been an art practiced by many who have devised ad hoc techniques to meet some of the
information security requirements. The last twenty years have been a period of transition as the discipline moved from an art to a science.
There are now several international scientific conferences devoted exclusively to cryptography and also an international scientific
organization, the International Association for Crypto logic Research (IACR), aimed at fostering research in the area. In this age of viruses
and hackers, or electronic eavesdropping and electronic fraud, security is paramount.

El-Gamal encryption/decryption is based on the difficulty of the discrete algorithm problem where it is straight forward to raise numbers of
large powers but it is much harder to do the inverse computation of the discrete logarithm. The EI-Gamal algorithm depends on certain
parameters which are affecting the performance, speed and security of the algorithm.

The importance of these parameters and role it takes in the security and the complexity of the system and the analyzed, particularly the
effect of changing the length of the modulo number and the private key number are investigated.

.Index Terms— Cryptography, security, public key cryptography, private key cryptography, modulo, encryption, decryption

1 INTRODUCTION

ElGamal encryption is one of many encryption schemes
which utilizes randomization in the encryption process.
Others include McEliece encryption (x8.5), and Goldwas-
ser-Micali (x8.7.1), and Blum-Goldwasser (x8.7.2) probabilis-
tic encryption. Deterministic encryption schemes such as
RSA may also employ randomization in order to circum-
vent some attacks (e.g., see x8.2.2(ii) and x8.2.2(iii)). The
fundamental idea behind randomized encryption (see Def-
inition 7.3) techniques is to use randomization to increase
the cryptographic security of an encryption process
through one or more of

the following methods -
Increasing the effective size of
space;

the plaintext message

*Precluding or decreasing the effectiveness of chosen-
plaintext attacks by virtue of a one-to-many mapping of
plaintext to cipher-text; and

*Precluding or decreasing the effectiveness of statistical
attacks by leveling the a priori probability distribution of
inputs..

1.1SECURITY:

The problem of breaking the ElGamal encryption
scheme, i.e, recovering m given p,g,(g"x) and a,
b is equivalent to solving the Diffie-Hellman
problem (see x3.7). Infact, the ElGamal encryption
scheme can be viewed as simply comprising a D.

Diffie-Hellman key exchange to determine a
session key (g " (x*k)), and then encrypting the

message by multiplication with that session key.
For this reason, the security of the El-Gamal en-
cryption scheme is said to be based on the dis-
crete logarithm problem in Zp*, although such
an equivalence has not been proven.

It is critical that different random integers k be
used to encrypt different messages. Suppose the
same k is used to encrypt two mess ages ml
and m2 and the resulting cipher-text pairs are
(al,bl) and (a2,b2). Then bl/b2=ml/m2, and m2
could be easily computed if ml were known

1.2 RECOMMENDED PARAMETER SIZES:

Given the latest progress on the discrete loga-
rithm problem in Zp*(x3.6), a 512-bit modulus p
provides only marginal security from concerted
attack. As of 1996, a modulus p of at least 768
bits is recommended. For long-term security,
1024-bit or larger moduli should be used. For
common system-wide parameters even larger key
sizes may be warranted.

This is because the dominant stage in the index-
calculus algorithm (x3.6.5) for discrete logarithms
in Zp* is the pre-computation of a database of
factor base logarithms, following which individu-
al logarithms can be computed relatively quickly.
Thus computing the database of logarithms for
one particular modulus p will compromise the
secrecy of all private keys derived using p.
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1.3 MODEL OF ELGAMAL’S ALGORITHM:

Sender A Receiver B
Cipbers (a=g*kmodp} _| B chooses'Y'
kbMykmodp) | | pstenpt
. Message (M)=(b*g"
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2 DESCRIPTION OF ELGAMAL’S CRYPTOSYSTEM:

Taher ElGamal [EIG85] proposed the following way to
make Diffie-Hellman into an encryption scheme. The EI-
Gamal Cryptosystem is implicitly based on the difficultly
of finding a solution to the discrete logarithm in Fop:
given a primitive element a of FOp and another element
b.

2.1 DETERMINATION OF PUBLIC KEY AND PRIVATE KEY:

A. Choose a large prime number p such that o(p) has a
large prime factor. Choose g: primitive root of p.

B. Choose an integer x such that 1 <x< g(p) . Compute
y=g”*x mod p.

C. The triplet (x,g,p) forms the private key and the triplet
(v,gp) forms the public key of the user’A’.

D. User ‘A’ keeps the private key (x,g,p) secret and makes
the public key (y,gp) available to all those users with
whom ‘A’ intends to communicate..

2.2 Encryption (Say By User ‘B’):

When any user (say user B) possessing A’s public key
(v,gp) intends tosend a message M(0<M<p) to user ‘A’
user ‘B’ proceeds as follows:-

A. Choose a random integer k such that (1<k< g(p)).
B. Knowing public key (y,gp) of intended

recipient ‘A’. user ‘B’ computes the cipher-text,
which comprises of a pair of integers :-

(g"k mod p, My”k mod p)

C.  User ‘B’ transmits the cipher-text to the intended
recipient User “‘A’.

The first component of the cipher-text ie. gk mod
p is called CLUE. It contains clue of the random val-
ue k, which is not known to the intended recipient of
nth cipher-text. The intended recipient will use the
clue for extraction of plaintext from second component
of the cipher-text..

2.3 Decryption (Say By User ‘B’):

User ‘A’ receives the cipher-text (g”k mod p, Mk mod p).
‘A’ proceeds to decrypt the received cipher-text using its
private key(x,g,p).

1) Choose (-x)mod o(p) = &(p)-x = p-1-x

2) Compute (g"k mod p )*(-x mod g(p) ) mod p = g™ -kx
mod p.

3) Compute M= ((My”k mod p ).(g"-kx mod p ))mod p.

2.4 Working of Elgamal’s Algorithm:

the recipient end
mod p )) mod p
mod p )) mod p
=M mod p

Message decrypted at

= (My”k mod p ) (g"-kx

= (Mg'kx mod p )( g"-kx

= ((Mg"kx g™-kx) mod p

=M (same as the message sent)
Thus, the recipient is able to extract the original

plaintext message M from the received cipher-text. Proved

that the message received at the recipient end is same as

the message sent.

2.5 Working of Elgamal’s Algorithm:

Suppose a user ‘A’ computes its private and public keys
as follows:-

2.5.1. DETERMINATION PUBLIC KEY AND THE
PRIVATE KEY
Let p=11; g=2

Let x=5Y=g"x mod p = 2”5 mod 11 = 32 mod 11=10
Thus, ‘A’ is the PRIVATE KEY =(x,g,p) = (5,2,11)
And ‘A’ s public key = (y,g,p)= (10,2,11)

2.5.2. ENCRYPTION

Suppose a user ‘B’ wants to send message M=3 to ‘A’,
then ‘B” will encrypt M a follows and transmit C to A:-
‘B” will select an integer k such that 0<k<g(p).
Let k=7
C=(g"k mod p, My”~k mod p)
= (27 mod 11, 3x 1077 mod 11)
= (128 mod 11, (100x100x100x30)mod 11)
=(7,8)

ElGamal’s encryption is based on DLP(Discrete logarithmic
problem.)
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2.5.3. DECRYPTION

Knowing (x,g,p), user ‘A’ will decrypt the cipher-text
C as follows:-
Compute (-x)mod &(p)= (-x)mod 10=10-x=10-5=5.
Compute (g”k)™-x mod p =(7)"5 mod 11 = (49x49x7)mod 11
Compute (M.y"k.g"-xk)mod p
= (8x 10)mod 11
=3
=M(Original Message)

2.5.4. Encryption and Decryption in Elgamal’s using
DH-protocol

Sender Receiver

Select Random K

K= g*modp K=g*mod p

Encryption:
C1=M*Kmod p

Decryption:

M =K**C1 mod p

2.6 Performance of Elgamal’s Algorithm:

2.6.1.Simulation Result

The importance of Elgamal’s parameters is analyzed by
changing only one parameter at a time & keeping others
unchanged .The algorithm mainly depends on the prime
number whose value depends on the number of bits used to
generate this prime. It also depends on the private key, the
input message & the cut length of the block message.

Initially, the parameters are set such that the plain text is
(How Are You), the cut-length is equal to the whole message
length & the private key is chosen as five characters.

2.6.2.Changing the length of the prime number (p):

The value of a prime number p plays an important role in
forming the public key (y,g,p) & hence the encrypted mes-
sage pair say — (yl,y2). This prime number is a function of
number of bits used to generate it. Changing this bit number
is directly reflected on the length of other parameters, shown
in tablel.

The length of the prime number p is directly proportional
to its generating number of bits since the maximum value of
(p) is restricted by 2”bit (table). The length of the encrypted
message also increases as a function of prime number. The
security is improved by increasing this cipher text. The length of
the integer (g) is not directly affected by the number of bits,
whereas the length of the public key (y) increases in a
manner similar to that of prime number (p).

The result obtained in the table, shows that (p), (Y1), &(y)
have almost the same values, whereas (y2) behaves in a
similar way but with larger values. On the other hand, the
result of (g) is almost constant for all the values of modulo

().

2.6.3.Changing the private key length:

The private key plays an important role in generating
the public key & hence the cipher text. To study the per-

- formance of this private key, the previous parameters are

t as stated before, while the private key length is
nged. The value of (bit), which is used to generate the
me number (p) is fixed to 128, then the secret key is

1 1 1 1 1 4 chosen of variable length. This change has shown no clear
10 3 1 ’ 3 - effect on the other parameters.
20 6 1 5 10 .

2.6.4.Changing the cut length:
50 15 1 15 15 20
100 31 1 30 30 35 For a short message, as one given here, changing the
128 37 2 37 37 4 cut-lquth has no clear effect on the. other parameters. How-

ever, it may be only the execution time which may be vary-
130 38 1 37 37 42 ing as the cut-length changes.
150 42 1 42 42 46

IJSER © 2012

http://www.ijser.org



International Journal of Scientific & Engineering Research Volume 3, Issue 12, December-2012 4

ISSN 2229-5518

3. CONCLUSION

The ElGamal algorithm can be use as RSA algorithm for
public key encryption because:

. RSA encryption depends on the difficulty of factoring
large integers while

. ElGamal encryption depends on on the difficulty of
computing dicrete logs in a large prime modulus.

ElGamal is nothing but the advance version of Diffie- Hell-
men key exchange protocol. But , ElGamalis not good because
its cipher text is two times longer than the plain text. EIGamal
is good because it gives different cipher text for same plain
text each time.For image data, the size of the cipher text is
very huge & reshaping the encrypted data was not under-
stood.

ElGamal ‘s encryption is very simple because it is multiplica-
tion of message and symmetric key(i.e c=m*k)
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